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 A B S T R A C T 

In today's digital economy, safeguarding sensitive financial information during transactions is crucial due to the increasing 
number of cyber threats and data breaches. Financial institutions require robust mechanisms to ensure both the security and 
integrity of the data involved in financial transactions. Identity and Access Management (IAM) systems have long been at the 
forefront of protecting digital assets, but traditional models may no longer suffice to address the evolving threat landscape. 
This paper proposes a new approach to securing financial transactions through the Opto X Zero Trust Method (OXZTM), 
an advanced system built on the principles of Zero Trust Architecture (ZTA), which assumes that every interaction, whether 
internal or external, is a potential threat and requires continuous verification. The proposed solution leverages a comprehensive 
Identity and Access Management (IAM) framework that enhances transaction security by using a multi-layered approach. First, 
user authentication and authorization are handled through advanced IAM protocols, ensuring that only legitimate users can 
initiate transactions. The trustworthiness of both users and the data they interact with is further validated through continuous 
monitoring and analysis of transaction behavior and historical patterns. To encrypt sensitive financial data, the Whale Diffie-
Hellman Hashing Algorithm is employed. This hybrid encryption algorithm combines the Diffie-Hellman key exchange protocol 
with a unique hashing mechanism, ensuring that transaction data is securely encrypted during transfer and storage. By utilizing 
this novel encryption method, the system ensures that no sensitive financial information can be intercepted or tampered with by 
unauthorized entities. The Opto X Zero Trust Method integrates this encryption technique with dynamic data trust evaluation, 
which continuously analyzes both user behavior and transaction data to validate their legitimacy. This method assesses factors such 
as user history, transaction patterns, and the security features of the financial data involved to determine the level of trust. Only 
transactions that meet the required trust thresholds are authorized, significantly reducing the risk of fraud, data manipulation, 
or unauthorized access. Through this integrated approach, the OXZTM framework not only ensures the confidentiality and 
integrity of financial data but also enhances real-time fraud detection and prevention capabilities. This paper demonstrates 
how leveraging modern IAM systems, advanced encryption techniques, and continuous trust evaluation can create a secure 
and reliable environment for conducting financial transactions. By applying the Zero Trust principles, the proposed framework 
provides a scalable and resilient solution to combat the increasing complexity of cybersecurity threats in the financial sector.

Keywords: Financial information, Identity and Access Management, Whale, Diffie-Hellman Hashing Algorithm, Opto X Zero 
Trust Method

1. Introduction
The rapid evolution of digital financial services has 

transformed the way individuals and organizations conduct 
transactions. While this progress has created significant 

opportunities for innovation, it has also introduced an increasing 
number of cybersecurity threats targeting financial institutions 
and their clients. Cyberattacks, data breaches, fraud and 
unauthorized access to sensitive financial information are 
growing concerns for organizations that rely heavily on online 
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2. Related Works
The widespread adoption of the Internet of Things (IoT), 

cloud computing, and bring your own device has led to an 
expansion of current networks1, with a rising number of 
terminals engaging in data transactions, information exchange, 
and resource utilization both within and across network 
perimeters2. This has resulted in increasingly blurred network 
boundaries and significant implications for cybersecurity3-5. 
Traditional security methods, such as firewalls, VPNs, intrusion 
detection systems, and intrusion prevention systems, typically 
divide networks into trusted internal networks and untrusted 
external ones6-8. However, this boundary security model relies on 
implicit trust and is vulnerable to threats from external attackers 
or malicious insiders9. In IoT scenarios, the issue becomes even 
more prominent due to the use of various devices like sensors, 
surveillance cameras, industrial equipment, and smart home 
appliances. These devices present notable disparities in terms 
of operating systems, software platforms and types, often with 
restricted resources. Consequently, their deployment often 
lacks extensive multi-layered network and information system 
protection, exacerbating the challenge of guaranteeing device 
security, communication security, and data security within the 
IoT environment. As a result, traditional security measures 
become ineffective, highlighting the vital importance of device 
security and authentication, particularly in large-scale and 
dynamic IoT deployments10. Considering this situation, the zero 
trust model has become a key solution for network security. 
It challenges the implicit trust assumption of the traditional 
boundary security model by strengthening security measures and 
mitigating potential risks related to compromised IoT devices’ 
access and disruption of network resources through the adoption 
of agent-centric trust evaluation, continuous verification, and 
authentication mechanisms11.

Zero trust security is based on the principle of “never trust, 
always verify”12 which means that no implicit trust is given to 
assets or user accounts just because of their physical or network 
location. A zero-trust architecture will not grant access to 
resources unless the user/device, asset, or workload is confirmed 
through a robust authentication and authorization process13. This 
verification takes into account various factors and sources of 
information, such as access privileges (Omar et al. 2020), device, 
and user behavior, etc. Zero trust is also known as perimeter less 
security, as it shifts the focus from network devices to assets. 

Currently, zero trust has evolved from a security concept 
to a crucial technology for network security and is gaining 
increasing recognition in governments, corporations, and 
academic institutions. The rapid development of the zero-trust 
field has spurred numerous studies to explore the concept, key 
characteristics, technologies, research progress, and trends. For 
instance14, delved into the role of authentication and access 
control in zero-trust architectures, and thoroughly analyzed 
the current techniques for authentication and access control 
in various situations15. Conducted a comprehensive survey of 
zero trust, including its components and key technologies, and 
demonstrated its application in various scenarios, highlighting its 
benefits such as big data capabilities, cloud networks and IoT16. 
Presented the concepts of zero trust and zero trust architecture 
as outlined based on the National Institute of Standards and 
Technology (NIST) Special Publication (SP) 800-207 and 
examined the difficulties, actions, and factors to consider when 
transitioning from legacy architecture to zero trust architecture17. 

payment systems and financial data management. As the 
frequency and sophistication of these attacks continue to rise, the 
need for more robust, adaptive and real-time security solutions 
becomes even more critical. Traditional security models, such as 
perimeter-based defenses and basic authentication mechanisms, 
are no longer sufficient to protect sensitive financial data from 
modern threats. As a result, organizations are turning to advanced 
security frameworks, such as Zero Trust Architecture (ZTA), 
to address these challenges. Zero Trust is based on the principle 
of never trusting any user or system, regardless of their location, 
and always verifying their identity and access requests before 
granting them. In this paradigm, every interaction is treated as 
a potential threat and must be continuously validated, ensuring 
that no unauthorized access can occur, even from within the 
organization.

In the context of financial transactions, ensuring the 
confidentiality, integrity, and authenticity of data is 
paramount. Financial institutions must not only protect their 
systems from external threats but also ensure that users 
accessing financial services are legitimate and trustworthy. 
Moreover, the data exchanged between users and financial 
institutions must be encrypted to prevent unauthorized access 
and tampering. To address these challenges, this paper proposes 
a comprehensive solution that integrates Identity and Access 
Management (IAM) with advanced encryption and real-time 
fraud detection. The proposed solution utilizes the Opto X Zero 
Trust Method (OXZTM), a novel framework that combines 
the principles of Zero Trust with dynamic data trust evaluation 
and cutting-edge encryption techniques. The Whale Diffie-
Hellman Hashing Algorithm, a hybrid of the Diffie-Hellman 
key exchange protocol and advanced hashing, is employed to 
secure transaction data during transmission and storage.

The OXZTM framework ensures that financial data is 
protected throughout its lifecycle by employing continuous 
verification of both user identity and transaction data. By 
leveraging dynamic trust evaluation, the system continuously 
monitors user behavior and transaction patterns to validate their 
legitimacy. This reduces the risk of fraud and unauthorized 
access, providing a more resilient defense against malicious 
activities. The result is a secure, scalable, and efficient method for 
managing online financial transactions in a constantly evolving 
threat landscape. This paper explores the implementation and 
effectiveness of the Opto X Zero Trust Method in securing 
financial transactions, demonstrating how it enhances the security 
and reliability of financial systems. Through the combination 
of advanced IAM protocols, encryption techniques, and trust-
based evaluations, the proposed solution offers a comprehensive 
approach to addressing the cybersecurity challenges in digital 
finance.

This paper is organized as follows: Section 2 provides a 
review of related work, highlighting existing approaches to 
securing financial transactions and their limitations. Section 3 
introduces the Opto X Zero Trust Method (OXZTM) framework, 
detailing the integration of Zero Trust principles, Identity and 
Access Management (IAM), and encryption mechanisms. 
Section 4 evaluates the performance of the proposed system 
through simulated results and case studies. Finally, Section 5 
concludes the paper and outlines potential directions for future 
research in securing financial transactions.
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Conducted a multivocal literature review, taking into account 
multiple perspectives, to assess the current state of knowledge 
about zero trust and to uncover potential avenues for future 
research.

3. Proposed Work
In the context of financial transactions, ensuring both 

security and trustworthiness is critical. This paper introduces an 
integrated approach combining advanced cryptography, trust-
based identity verification, and anomaly detection techniques 
to secure online transactions. The approach leverages Diffie-
Hellman key exchange, Whale Diffie-Hellman Hashing 
Algorithm (WDHA) and a user behavior trust evaluation system 
to protect financial data from malicious attacks and unauthorized 
access.

Figure 1: Schematic representation of the suggested 
methodology.

a. Trust evaluation

The user-optimized authentication process is defined as:

Where U represents the user being authenticated.

Authorization follows authentication and ensures that only 
authorized users can execute specific transactions:

Where T represents a specific transaction or action.

The user trust score Su is updated based on the user’s historical 
behaviors and interactions:

Where:  are weighting factors. – BehaviourScore (u,t) 
is a score reflecting the recent behavior of the user at time t.

Similarly, the trust score of data Td  is updated dynamically:

Where:  are weight factors. – DataConsistency (t) 
measures how consistent the data is with historical patterns.

To calculate the deviation score D(t) for a transaction, we 
compare it with the users historical data:

Where:  is the current transaction data at time  
is the average transaction data for user u up to time   is 
the standard deviation of the users’ historical transactions.

If D(t) exceeds a predefined threshold  the transaction is 
flagged as suspicious.

The combined trust score  is calculated as:

Where:  are the weight factors for user and data trust 
scores.  are the user trust score and data trust 
score at time t, respectively.

b. Data security

The Diffie-Hellman key exchange protocol allows two parties 
to establish a shared secret key over an insecure channel, which 
is then used for encrypting subsequent communications. The 
following steps are involved in the key exchange process:

Public Parameters: Both parties agree on two public values:

•	 p (a large prime number) and g (a primitive root modulo p ).

•	 Private Keys: Each party selects a secret private key:

•	 a (User As private key) and b (User Bs private key).

Public Keys: Both parties compute their respective public keys:

These public keys are exchanged over the insecure channel.

•	 Shared Secret Key: After receiving the other party’s public 
key, both parties compute the shared secret key:

Both KA and KB will be identical, ensuring a secure channel 
for subsequent communication.

The Whale Diffie-Hellman Hashing Algorithm (WDHA) is 
a hybrid cryptographic method designed to enhance the security 
of financial transactions by combining the well-known Diffie-
Hellman key exchange protocol with a custom hashing function 
to ensure both the confidentiality and integrity of transaction 
data during transmission.

In the Diffie-Hellman protocol, two parties (Alice and Bob) 
use a public prime modulus  and a primitive root g to securely 
establish a shared secret over an insecure channel. The following 
steps outline the process:
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•	 Public Parameters: The prime modulus p and primitive 
root g are publicly known values.

•	 Private Key Generation: Alice generates a private key a, 
randomly chosen such that . Bob generates 
a private key b, randomly chosen such that .

•	 Public Key Generation: Alice computes her public key  as:

Bob computes his public key  as:

Shared Secret Generation: Alice and Bob exchange their public 
keys, A and B. Alice computes the shared secret sA as:

Bob computes the shared secret  as:

Since  both Alice 
and Bob will compute the same shared secret s:

This shared secret  will now be used to secure the 
communication.

After computing the shared secret s using Diffie-Hellman, the 
Whale Diffie-Hellman Hashing Algorithm (WDHA) introduces 
an additional layer of security by hashing the shared secret 
before using it for encryption.

3.1. Hashing the Shared Secret

The shared secret  is hashed using a cryptographic hash 
function (such as SHA-256) to produce a more secure value (s) :

The hash H(s) is a one-way transformation, ensuring that the 
original shared secret  cannot be easily recovered.

3.2. Encryption of Financial Transaction Data

Let D represent the financial transaction data that needs to 
be encrypted. The encrypted data C is computed using the 
symmetric encryption function E with the key (s):

Here,  represents the encryption of the data  using 
the hashed shared secret H(s) as the symmetric encryption key. 
The encryption function  could be any symmetric encryption 
algorithm, such as AES.

3.3. Decryption of Encrypted Data

On the receiving end, the recipient uses the same Diffie-
Hellman process to compute the shared secret  and hash it to 
get H(s). Using the same key H(s), the recipient can decrypt the 
ciphertext C back to the original transaction data D using the 
symmetric decryption function D :

Where  is the decryption function, and D is the 
original transaction data.

The key security enhancement of the Whale Diffie-
Hellman Hashing Algorithm lies in the combination of two key 
cryptographic techniques: Diffie-Hellman key exchange and 
cryptographic hashing. The Diffie-Hellman exchange ensures 
that the shared secret  is never directly transmitted, protecting it 
from interception. Additionally, by applying the SHA-256 hash 
function to the shared secret, the algorithm ensures that the key 
used for encryption is not easily derivable, even if the shared 
secret  is compromised.

The application of hashing further strengthens the system by 
making the derived key  resistant to cryptographic attacks. Since 
hashing is a one-way process, even if an attacker intercepts the 
hashed key , it would be computationally infeasible to reverse 
the process and retrieve the original shared secret .

Moreover, the use of symmetric encryption (e.g., AES) 
with the hashed shared secret ensures that transaction data  is 
securely encrypted during transmission. This means that even if 
the encrypted data is intercepted, it cannot be decrypted without 
access to the correct symmetric key, which is derived from the 
shared secret and protected by the hashing function.

4. Performance Analysis
The experimental evaluation of the suggested methodology 

is illustrated in this section. The overall experimentation was 
carried out under MATLAB environment over Forex data. That 
is the real-time exchange rates for currencies traded across 
different markets.

Figure 2: Simulated input and output.
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The simulated output reinforced the importance of a multi-
layered approach to security in financial transactions. The 
suggested framework, through its combination of continuous user 
authentication, dynamic trust evaluation, advanced encryption, 
and efficient storage management, provides a robust solution to 
address the cybersecurity challenges faced by modern financial 
institutions.

Figure 3: Frand transaction analysis.

The Fraud Detection Accuracy graph compares the 
percentage of fraudulent transactions successfully detected 
before and after implementing the Opto X Zero Trust Method 
(OXZTM). Initially, before the implementation of OXZTM, 
the system exhibited moderate detection accuracy (ranging 
from 70% to 78%) over time, which may have been due to a 
reliance on less advanced fraud detection methods or static rules. 
However, after the integration of OXZTM, which continuously 
evaluates user behavior, transaction patterns, and real-time trust 
assessments, the detection accuracy significantly improved 
(reaching 85% to 93%). This dramatic improvement is indicative 
of the effectiveness of Zero Trust principles, which continuously 
verify the legitimacy of each transaction and user, thus making 
the fraud detection mechanism more dynamic and adaptive. The 
continuous monitoring of transactions through the integration of 
IAM systems and dynamic trust evaluations allows for real-time 
identification of suspicious activities, enabling the detection 
of fraudulent transactions that traditional methods may have 
missed.

The Encryption Performance graph highlights the time taken 
to encrypt sensitive financial data using two encryption methods: 
the traditional method and the Whale Diffie-Hellman Hashing 
Algorithm (WDHA). The results reveal that while traditional 
encryption methods show a steady increase in encryption time 
as the data size grows (e.g., 5 seconds for 100 MB, reaching 
17 seconds for 500 MB), the WDHA performs significantly 
better. Even as the data size increases, the WDHA maintains 
a more consistent and efficient encryption time (ranging 
from 4 seconds for 100 MB to 14 seconds for 500 MB). This 
performance boost can be attributed to the hybrid nature of the 
WDHA, which combines the Diffie-Hellman key exchange for 
secure key generation with an optimized hashing mechanism, 
providing robust encryption with lower computational overhead 
compared to traditional encryption schemes. The improvement 
in encryption efficiency is critical for maintaining real-time 

transaction speeds while ensuring the confidentiality and 
integrity of sensitive financial data.

Figure 4: Encryption analysis.

Figure 5: Trust evaluation.

The Trust Evaluation bar chart depicts how trust scores are 
assigned to different financial transactions based on factors 
such as user history, behavior, and transaction patterns. In this 
graph, we observe that transactions associated with higher trust 
scores are typically those involving familiar users (e.g., User 2, 
User 4) who have a proven history of legitimate interactions. 
On the other hand, transactions from less familiar users or 
those exhibiting suspicious patterns (e.g., User 3) receive lower 
trust scores, indicating a higher potential risk. This real-time, 
dynamic trust evaluation is the cornerstone of the Opto X Zero 
Trust Method, as it ensures that only transactions that meet a 
certain trust threshold are allowed to proceed. By continuously 
evaluating both user behavior and transaction data, the system 
significantly enhances security and prevents unauthorized access 
or fraudulent transactions. As shown in the graph, the transactions 
with higher trust scores are more likely to be approved, while 
those with low trust scores may be flagged for further scrutiny or 
rejected, demonstrating the proactive approach of the system in 
preventing potential security breaches.
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Figure 6: Prediction rate analysis.

The False Positive and False Negative Rates graph compares 
the detection performance before and after the implementation of 
the OXZTM framework. Prior to its implementation, the system 
exhibited relatively high rates of both false positives and false 
negatives. False positives (legitimate transactions mistakenly 
flagged as fraud) were at around 5% and false negatives 
(fraudulent transactions processed as legitimate) were at 6%, 
reflecting the limitations of traditional fraud detection systems 
that rely on static rules and do not continuously evaluate trust. 
However, after integrating the OXZTM, both rates dramatically 
improved. False positives dropped to around 1%, and false 
negatives decreased to below 2%, indicating that the new 
system is much more precise in detecting fraud while allowing 
legitimate transactions to pass without being flagged incorrectly. 
This reduction in both false positives and false negatives is a 
direct result of the continuous verification and dynamic trust 
assessment built into the Zero Trust framework, which ensures 
that only transactions that meet the required trust criteria are 
processed, minimizing the chances of both frauds slipping 
through and legitimate transactions being wrongly flagged.

Figure 7: Fraud detection efficiency.

The Real-time Fraud Detection graph compares the fraud 
detection efficiency before and after implementing the OXZTM 
in terms of how fast the system can detect fraudulent activities 
as the number of transactions increases. Prior to implementing 
the OXZTM, fraud detection efficiency hovered between 50% 
and 68%, meaning that a significant portion of fraud was either 

undetected or delayed in detection. After implementing the 
system, fraud detection efficiency improved markedly, reaching 
90% and above, demonstrating that the OXZTM significantly 
enhances real-time fraud detection capabilities. The system’s 
ability to constantly evaluate user behaviors, transaction history, 
and data trust levels ensures that fraudulent transactions are 
flagged and dealt with promptly, reducing the window of 
opportunity for attackers to manipulate or compromise the system. 
This improvement highlights the real-time responsiveness of the 
Zero Trust architecture, which ensures that every transaction is 
continuously verified, analyzed, and monitored for suspicious 
behavior, greatly reducing the risk of undetected fraud.

To prove the efficiency of the suggested methodology it can 
be compared with the existing approaches,

Figure 8: Computational time analysis.

The graph illustrates the computation time, measured in 
milliseconds, for various methods: Xiong et al. (2019), Chen et 
al. (2018), Chen et al. (2019), and the Proposed method, across 
a spectrum of transaction counts. With an increase in the number 
of transactions from 200 to 900, all methods demonstrate an 
increase in computation time, albeit with differing levels of 
efficiency. Xiong et al. (2019) demonstrates the most significant 
and rapid increase, suggesting inadequate scalability and 
elevated computational expenses. Chen et al. (2018) and Chen et 
al. (2019) exhibit moderate computation times, with Chen et al. 
(2018) demonstrating a slight advantage over Chen et al. (2019) 
in terms of efficiency. The proposed method achieves the lowest 
computation time across all transaction counts, exhibiting a 
relatively modest increase as transaction volume increases, 
thereby demonstrating superior scalability and optimisation. The 
comparison indicates that the Proposed method demonstrates 
superior efficiency, particularly in scenarios involving large 
transaction volumes, thereby underscoring its computational 
performance advantage relative to alternative approaches.

In this graph, we can see how several protocols, including 
SCPKIS, SAP, LW_PP_AP, and the proposed technique, handle 
storage overhead, user signatures, and pay platform signatures. 
There is a wide range of storage costs for these components 
across protocols. The SAP protocol is the least efficient when 
it comes to storage because of its high total storage cost and 
especially its storage overhead, which reaches approximately 
900 bits. Expenses associated with the LW_PP_AP protocol are 
substantial, particularly when it comes to the storage overhead 
and the pay platform signature. SCPKIS outperforms the 



7

Premsai R., J Artif Intell Mach Learn & Data Sci | Vol: 1 & Iss: 1

Proposed approach in terms of storage needs, which are modest 
across all components. In terms of storage overhead, user 
signatures, pay platform signatures, and overall storage cost, the 
proposed solution proves to be the most efficient. In cases when 
storage overhead is an issue, the Proposed approach is the better 
option due to its reduced storage cost, as seen in the comparison.

Figure 9: Storage Overhead of Different Protocols.

From the result obtained the suggested methodology 
expresses a satisfied outcome than the existing mechanisms.

5. Conclusion 
In conclusion, the proposed Opto X Zero Trust Method 

(OXZTM) offers a robust and forward-looking solution to the 
growing security challenges faced by financial institutions in the 
digital era. As the number of cyber threats and data breaches 
continues to rise, traditional security models are no longer 
sufficient to protect sensitive financial data during transactions. 
By applying the principles of Zero Trust Architecture (ZTA), 
OXZTM ensures that every transaction is continuously verified, 
regardless of whether it originates from an internal or external 
source.

The integration of advanced Identity and Access Management 
(IAM) protocols into the framework provides strong user 
authentication and authorization, ensuring that only legitimate 
users can initiate transactions. This continuous validation of 
user trust, combined with dynamic data trust evaluation, further 
strengthens the security of financial transactions.

The use of the Whale Diffie-Hellman Hashing Algorithm 
enhances the confidentiality of financial data through its hybrid 
encryption mechanism, ensuring that transaction data is securely 
encrypted during transfer and storage. This unique encryption 
method guarantees that sensitive information remains safe from 
interception or tampering by unauthorized entities.

Moreover, the framework’s ability to assess transaction 
legitimacy based on user behavior, transaction history, and 
security features reduces the risk of fraud, data manipulation, and 
unauthorized access. By incorporating real-time fraud detection 
and prevention mechanisms, the OXZTM framework is not 
only capable of securing financial data but also of dynamically 
responding to evolving threats.

Ultimately, the proposed solution offers a scalable, efficient, 
and resilient approach to securing financial transactions. 
Through its multi-layered approach to security, the OXZTM 
framework significantly strengthens the overall cybersecurity 
posture of financial institutions. This makes it an effective 
tool for addressing the increasing complexity of cybersecurity 

challenges within the financial sector, ensuring that financial 
transactions remain secure, trustworthy, and reliable in an 
increasingly hostile digital environment. Future work will focus 
on optimizing the scalability of the OXZTM framework for 
larger transaction volumes and integrating AI-driven anomaly 
detection to further enhance real-time fraud prevention.
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